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Courtesy translation
Dear Mr Sefcovic,

The standing committees for Immigration & Asylum / Justice and Home Affairs (JHA) Council
and for Security and Justice of the Senate of the States General have taken note with interest of
the proposal of the European Commission for a General Data Protection Regulation® and of the
proposal for a Directive on the protection of individuals with regard to the processing of per-
sonal data by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement
of such data.? The committees would like to put some questions to you and make some obser-
vations about these two proposals.

Questions about the General Data Protection Regulation

1. The committees take a positive view of the introduction of an obligation to carry out an as-
sessment of the impact of envisaged processing operations on the protection of personal data,
as set out in the draft Article 33. However, it strikes them as strange that public authorities or
bodies are exempted from this obligation in certain cases. The committees consider that it
would, on the contrary, be desirable for these authorities too to carry out data protection impact
assessments in advance. The committees therefore request the European Commission to drop
this e xemption.

2. It is noteworthy that under Article 35 public authorities or bodies are obliged to designate a
data protection officer. The committees can well imagine that this is necessary as it is the role
of these authorities and bodies to set an example. However, they wonder what the European
Commission envisages will be the precise nature of this role. Article 35 (6) provides that the
controller or processor should ensure that any other professional duties of the data protection
officer are compatible with that person’s tasks and duties as data protection officer and do not
result in a conflict of interests. Is this not primarily a responsibility of the data protection officer
himself? And how does this relate to the provisions of the draft Article 36 (3)? Here it is pro-
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posed that the data prote ction officer should have staff, premises, equipment and any other
resources necessary to carry out his duties and tasks properly. This gives the impression that it
is more than a full-time post. In other words, how do these provisions relate to one another?
And what criteria should be applied when determining whether an organisation is a public au-
thority or body? Do these terms also include private institutions that have a public function,
semi-public bodies and autonomous administrative authorities?

3. The existing duty of notification is abolished under this proposal and the duty to provide in-
formation is greatly expanded in the draft Article 14, as are the rights of access, rectification
and erasure. The controller must now inform the data subject not only of the purpose of the
processing and of his own identity but also of such matters as the identity of the controller's
representative and of the data protection officer, the period for which the personal data will be
stored, the existence of the right to request access to and rectification or erasure of the per-
sonal data, the right to lodge a complaint to the supervisory authority (in the Netherlands the
Dutch Data Protection Authority / CPB), the recipients or categories of recipients of the personal
data, where applicable any intention on the part of the controller to transfer the personal data
to a third country or international organisation and the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the Commission
and any further information necessary to guarantee a fair process in respect of the data subject.
On the face of it, it seems a good thing that the duty of notification is to be abolished since this
would greatly reduce bureaucracy. However, in view of the expansion of the duty to provide
information and the increase in the rights of the data subject the controller will have to keep
records of almost e xactly the same data. The only difference is that instead of having to record
them in a notification form to be sent to the national supervisory authority, the controller will in
future have to notify them directly to the data subjects in a detailed letter. What is the Euro-
pean Commission’s view on this? Was this indeed the Commission’s intention? And do not these
obligations impose an unnecessarily great administrative burden?

4. The duty to maintain documentation as set out in Article 28 does not apply to an enterprise
or organisation employing fewer than 250 persons that processes personal data only as an ac-
tivity ancillary to its main activities. The criterion of 250 persons seems rather arbitrary. The
decisive factor should be not the size of the organisation but the purposes of the data process-
ing, the nature and amount of the personal data and the recipients of the personal data. More-
over, complying with the duty to maintain documentation is hardly onerous in view of the obli-
gations of Articles 11 to 15. The committees therefore request the European Commission to
drop the exemption contained in Article 28 (4)(b).

5. Under Article 23 controllers are obliged to apply the principles of data protection by design
and data protection by default to data processing. Paragraph 2 of this article provides that the
controller must implement mechanisms for ensuring that, by default, only those personal data
are processed which are necessary for each specific purpose of the processing and are especially
not collected or retained beyond the minimum necessary for those purposes, in terms of both
the amount of the data and the time of their storage. In particular, those mechanisms must
ensure that by default personal data are not made accessible to an indefinite number of indi-
viduals. This last sentence refers to the establishment of authorisation measures and mecha-
nisms designed to safeguard confidentiality. These mechanisms do not therefore in themselves
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ensure that the data processing takes place only where it is necessary for these purposes and
that the data are not stored for longer than is strictly necessary for such purposes. It is unclear
whether the European Commission also wishes to make the mechanisms compulsory in order to
provide a system for enforcing the principles of purpose limitation and proportionality. Is the
European Commission able to shed any light on this?

6. Article 24 of the draft Personal Data Protection Directive obliges the Member States to ensure
that records are kept of at least the following processing operations: collection, alteration, con-
sultation, disclosure, combination and erasure of personal data. The records of consultation and
disclosure should show, in particular, the purpose, date and time of such operations and as far
as possible the identity of the person who consulted or disclosed personal data. Why is this pro-
vision included in the draft Directive but not in the draft General Data Protection Regulation?

7. Article 51 (2) provides that the supervisory authority of the main establishment of the con-
troller is competent to supervise the processing activities of the controller in all Member States.
In practice, however, it is not always clear what establishment constitutes the main establish-
ment. This means that the criteria for deciding which supervisory a uthority is competent and
how decision-making is allocated between the different Member States must be formulated
more clearly. For example, it could be provided that if it is not possible to establish where the
main establishment is located, the European supervisory authority — i.e. the European Data
Protection Board — should have the power to determine which national supervisory authority is
to take the lead and how the responsibilities should be divided up with the other national super-
visory authorities. What is the European Commission’s view on this?

8. The committees take a positive view of the introduction of a duty to notify personal data
breaches. A controller must give notice without undue delay and, where feasible, not later than
24 hours after becoming aware of a breach. A processor is obliged to alert and inform the con-
troller immediately after establishing that there has been a personal data breach. Is it correct
that this duty of notification goes beyond the obligation to report data leaks and that every
breach of technical and organisational measures designed to ensure a suitable protection level
must be notified? And is the requirement in Article 31 (3) that the processor should immediately
notify the matters referred to in points (a) to (e) feasible in practice? Would it not be more logi-
cal for the processor to have a duty to give immediate notice of the breach, but merely to in-
form the controller as quickly as possible of the other matters?

Questions about the specific Personal Data Protection Directive in criminal matters

1. The draft Personal Data Protection Directive is applicable to all processing activities by com-
petent authorities for the purposes of prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties. The term ‘prevention’ of criminal of-
fences is a broad and elastic concept. Could the European Commission indicate how this term
should be interpreted?

2. The term ‘competent authorities’ is defined in Article 3 (14) of the draft Personal Data Prote c-
tion Directive as ‘any public authority competent for the prevention, investigation, dete ction or
prosecution of criminal offences or the execution of criminal penalties‘. Public authorities compe-
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tent for the prevention of criminal offences can constitute an especially broad category. Is the
European Commission at least able to give examples of such authorities? Authorities responsible
for preventing criminal offences are generally subject to very different competence criteria, and
their powers do not generally have a statutory basis. Why is this distinction not reflected in the
rights and obligations which competent authorities obtain on the basis of this proposal?

3. How should the relationship between the draft Personal Data Protection Directive in criminal
matters and the draft General Data Protection Regulation be viewed? If data are processed by
groupings established to combat crime, does the draft Directive or the draft Regulation apply?
Where data are processed by groupings the present position in the Netherlands is that such
processing is governed by the general Personal Data Prote ction Act and not by the Police Data
Act, which applies only to specific sectors. This is because bodies such as municipalities, which
are not covered by the Police Data Act, may participate in these groupings. What will be the
position once the General Data Protection Regulation is in force and the Personal Data Prote c-
tion Directive in relation to criminal matters has been transposed into national legislation and
taken e ffect?

4. Under Article 4 (a) of the draft Personal Data Protection Directive the Member States must
provide for personal data to be processed fairly and lawfully. What is meant by ‘fairly’?

5. Under Article 4 (f) the Member States must provide for personal data to be processed under
the responsibility and liability of the controller. What is the meaning of ‘liability’ in this connec-
tion? The controllers will generally be police and criminal justice authorities. Do not such au-
thorities — as is the case in the Netherlands — enjoy immunity from liability? How, therefore,
should the term ‘liability’ be interpreted in this context?

6. Article 19 is headed ‘data protection by design and by default’. It is not clear from the text of
Article 19 what is meant by the term ‘data protection by default’. Does it mean that the ICT
systems used for processing personal data must at all times be desighed and configured in such
a way that the protection of personal data can be enforced by means of these systems? Could
the European Commission clarify and explain this?

7. Finally, the committees request the European Commission to improve coherence b etween the
general Regulation and the specific Directive. This could be done by including general principles
and definitions in both proposals and putting them on equal footing. Greater coherence could
also be achieved if the same obligations were made applicable to the controller and the proce s-
sor, for example the obligation to carry out data protection impact assessments and to apply
data protection by design.
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Reminder

Finally, the committees would like to take the opportunity to point out to the European Commis-
sion that two letters sent by the Senate of the States General have not yet been answered by

the European Commission and that the 3-month period for reply set by the European Commis-
sion itself has already expired. These are the following letters:

letter of 8 November 2011 concerning the proposal for a Regulation to provide for com-
mon rules on the temporary reintroduction of border control at internal borders in e x-
ceptional circumstances (COM(2011)560), reference 149443.01u;

letter of 11 November 2011 concerning the proposal for a Directive on the use of pas-
senger name record data for the prevention, detection, investigation and prosecution of
terrorist offences and serious crime (COM(2011)32), reference 147341.06u.

The committees would kindly request you to answer these letters as quickly as possible. They
look forward with interest to receiving your reply to this letter.

Yours sincerely,

P.L. Meurs
Chair of the standing committee for Immigration & Asylum / Justice and Home Affairs Council

A. Broekers-Knol
Chair of the standing committee for Security and Justice



