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EUROPEAN RESOLUTION MOTION
BEARING REASONED OPINION

The Regulation proposal COM (2017) 477 final on

cybersecurity aims to reinforce the European Undgency for
Networks and Information Security (ENISA) and tot & a
European cybersecurity certification framework aoducts and
services of information and communication technigsg

It sets six targets:
— to develop the means and the preparation of Meitages;

—to improve cooperation and coordination acrosanbky
States and European Institutions;

—to increase the means on an EU wide level inrotde
complement the actions of Member States in casgass-border
cyber crisis;

—to raise the awareness of individuals and congsaion
cybersecurity issues;

—to enhance the overall cybersecurity transpareany
insurance;

—to avoid the multiplication of certification sehes within
the Union, as well as security requirements anduatian criteria
in the different Member States.

In order to achieve those objectives, the Commmsproposes
to reinforce the ENISA to become a major playerEuropean
cybersecurity, when it is currently only an Ageneith limited
means and whose term will come to an end in 2020.

The ENISA would receive a permanent mandate. #sigi of
action would be extended to new missions regarthegmarket,
the cybersecurity certification and the standatthmaas well as
technical assistance in the case of significantdernds. It would
maintain its missions regarding, firstly, the cqoicen and



implementation of the European policy on cybersgécunatters,
but also the support for capacity building (meand akills) for
Member States, operational cooperation and crigisagement.

The ENISA would thus be sustained and see theektiéinsion
of its capabilities. It could then conduct techhigavestigations
within the Member States, following a notificationf a
cybersecurity incident at a European scale, on Men3iates or
Commission’s request. It could also provide a tadirassistance
to some Member States in the case of a cyber atbgakeans of a
response team.

The proposal provides in a second part the eshabést of a
unique certification framework reflecting the praotil and
services’ level of security of information and coommcation
technologies in the European Union, of which thel&\ would
become the referral authority. A single window wbualllow the
products certification for companies.

While today the competence and expertise regars@ogirity
assessment belong to Member States, the propoaatsgthis
competence to the ENISA. Furthermore, once the [faamo
scheme is created, any national certificate wogldiéleted and it
would no longer be possible to adopt another owen df it
proposes a higher security level. For all prodactd services, the
draft scheme provides three insurance levels: elang
substantial and high.

Having regard to article 88-6 of the Constitution,
The French Senate makes the following observations:

—the Senate supports European capacity buildiggrdeng
cybersecurity matters and the necessity to haveéique European
cybersecurity certification framework for produetsd services on
information and communication technologies, as wedl for
cybersecurity systems;

— however, it considers that these two subjectsuldho
constitute two different texts, one setting the &Nk mandate,
and the other one establishing a framework foifeztion;



Regarding Member States’ competence on security
matters:

—the Senate underlines that cybersecurity, givés
importance for Member States’ security, is on salvaspects an
area of national sovereignty;

— consequently, Member States must keep, on thehand,
their faculty to adopt norms and standards progda higher
security level and on the other hand, their fudgal on the new
European device, based on their voluntary partimpato a
European cybersecurity;

— for that reason, as regards to the proposal’al lbgse, it
considers that a Regulation on cybersecurity caantyt deal with
the functioning of the internal market (articles &&d 114 of the
Treaty on the Functioning of the European Unioni, ibalso has
to integrate security issues (article 5 of the fyean European
Union);

Regarding the ENISA’s revised mandate:

—the Senate considers that all Member States disfsbse of
enough technical and operational capacities on regboarity
matters. It would be welcome that the ENISA suppartd backs
them in this process. This implicates that the ENI&es not
replace the operational capacities of Member Stateb do not
have a reaction team in case of crisis, which meas$ unjustified;

—the Senate recalls that the European cooperation
cybersecurity matters must continue to be doneherbasis of the
Member States’ participation and voluntary provismf sensitive
information, even those related to national segwit which the
ENISA cannot therefore dispose of further invedtgapowers as
planned in the article 7, point 5 of the Regulajooposal,

Regarding the cybersecurity certification:

—the Senate points out that the Regulation prdopgmaees the
ENISA at the heart of the certification process|lalthis agency
has no expertise on the matter;

— it recalls that the actions that have been tdemany years
by a majority of Member States, including Francelpld turning



Europe into a world reference in terms of cyberggcu
certification;

— for these reasons, the Senate considers themealat place
envisaged for the ENISA in the cybersecurity cediion process
as unjustified. Indeed, it does not possess angrégp and could
lead to a cybersecurity weakening within the Uniatich runs
counter to the objective of the current proposal;

— furthermore, Member States and National Supenyiso
Authorities on certification should closely preseiheir legitimate
place in the further European certification procasd they should
not be limited to a consultative role;

For these reasons, the Senate considers that ttelaRen
proposal COM (2017) 477 final does not comply withe
subsidiarity principle.



